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Decision/action requested

This pCR adds a key issue to TR 33.894.
2
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Rationale

The tenets of Zero Trust include continuous monitoring of integrity and security posture of all owned and associated assets, network infrastructure, and communications [2, tenets 5, 7]. Continuous trust monitoring is one of the key enablers for providing dynamic fine-grained access control decisions on a per-session basis to minimize impacts if any security incidents occur. To perform continuous trust monitoring, there is a need for data, that allows for observation of the security status of 5GC NFs and making decisions based on such monitoring. Currently, there is no standardised feature in 5GS that can provide trust evidence data that would supply dynamic continuous trust monitoring of 5GC NFs. Therefore, this pCR proposes a key issue on introducing key components to support continuous trust monitoring of 5GC NFs. 
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894.

*****Start of Change 1*****
5.X
Key Issue #1: Need for trust evidence collection for dynamic trust monitoring  
5.X.1
Key issue details

The 5G system includes heterogenous and varied network functions (NF) deployments which may face issues such as the NF may run into errors due to configuration issues, the NF may get exposed to insider threats or cyber attacks etc., Once a NF is compromised or under attack, the services offered by the NF may also be impacted. Lateral movement of the threat to other connected NF can further increase the threat surface. So, the trust over any NF once deployed may not be assumed static and intact throughout its lifetime despite various existing security pre-configurations (such as to support authentication or authorization etc.,). Various lifecycle events (apart from static configuration at deployment) may impact the trust level (e.g., X.509 certificates lifecycle events such as expiry, renewal and revocation, abnormal NF behaviour, etc.). 

Currently, there is no standardised feature in 5GS that can automatically collect and supply continuous dynamic trust monitoring with the necessary data. 5GC NFs should have procedures for gathering and preparing necessary data to be collected by a trust monitoring mechanism. Secure collection, transfer, and storing of such data assumes the introduction of relevant interfaces for 5GC NFs that support appropriate access control, data encryption and integrity protection in transit and at rest, and data signing. 
5.X.2
Security threats

Based on ZT principles, assume that NF is constantly under threat or compromised in the core network, lack of data for continuous trust monitoring will allow the impacted NFs to remain unidentified in the network and involved in various network services, which may lead to a service failure, data loss/theft, or lateral movement of the attack. 
5.X.3
Potential security requirements

The 5GC shall support automatic and secure collection, transfer, and storing of the data for dynamic trust monitoring. 
*****End of Change 1*****
